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1. INTRODUCTION

Escalation of ISRAEL geo-political situation resulting in WAR type
scenario across MENA / West Asia region. This demands for a planning
attention for business operations in the anticipated impacted countries.

2. SCOPE

Entities and Business operations potentially impacted in the region / cross
border environment causing disruption.

3. GEO — POLITICAL EVENTS FRAMEWORK

There are 5 walls which ensure that geo disruptions are managed for
ensuring continuity of business, services, and overall resilience.

The first is the business impact, people safety, premise safety, services
enablement and continuity of integrated business operations knitting
direct, indirect dependencies and suppliers.

T indra GEO- DISRUPTION - Continuity Management
8-7-7-3-6 format across 5 Resilience WALLS : (31 attributes +)
{Geo-political, Geo-physical, Hydrological, Cli gi gical, Biological, Data, T jcal, & Complex itarian, Social, Food insecurity, Armed violence) Disasters)

N - . . N
BIA People Premise Services Continuity
1.Alternate buildings 1.Strategies to Extend ;'ZEGPIEa“:"ab"iwreadi”e“
1.People distribution 1.Cross skilling 2.Alternate hosting shifts to accommodate ;n\::ZimZ:n:rrecgvew
2.5uppliers concentration 2.Resource In-sourcing premises work-load balancing X 3.pPeople evacuationand
3.Minimum Operating 3.Cross training 3.Replicated hosting Z.ALt.Em.atE Recduvery.ﬂme repatriation drills
levels 4.Reduced Resource 4.Testing Custom fail over ‘E JET"VES and Service 4.Standard testing business
4.Service delivery Impact Analysis for 4 weeks turnaround evel norms recovery & through focused
management 5.Service Category re- 5.Route-away drills S'Re'i”_i”w igll'g”m_e”‘ of isolation tests
5.Service level alignment 6.Surprise route-away ::Zreti'r‘;r:‘ripu:éxmi St-ae"‘”cs aVﬁ"?"WF“
rough operations from
it test:
mahaggmg.m - 6.Cross border recovery ests i activities cross border, cross continent
6.Recovery time objectives 7.Reduced Resource 7-.5“FF'|'EV route-away to monitorresilience, loss of
7.Recovery point Impact Analysis (RRIA) integrated 8 weeklong customer satisfaction and
objectives tests degradation of servicesand
8.Identification of Isuppll_mrt_alignedm
Important Activities for ocal '_Zam?n
Operational Resilience 6.5ervices in RRIA mode
(Reduced Resource Impact
Analysismode)

4. PEOPLE SAFETY

The following are the people safety protocols broadcasted as a standing
instruction

Company Confidential GBC OVERLAY RESPONSE Page 3 of 8




-~
/

TECH
ISRAEL GEO-POLITICAL ESCALATION EVENT OVERLAY mahinclre

People Safety & Continuity:

1. Business units to check impacts due to travel, transit, customer office
operations if any in the impacted regions.

People safety / travel restrictions to be followed as per
Government / Airlines

Monitor people in transit for safety

Avoid travel in the impacted region

Acceptable usage policy and Travel guidelines must be followed
Briefing to travelers by Corporate Security / Travel Desk is vital

=

L

5. BUSINESS CONTINUITY STRATEGIES

1. Maintain continuity of business by supporting teams impacted in
the region through recovery strategies.

2. Split Teams, Cross Border Recovery and Insource to Customer
Premise, Alternate Vendor are the strategies for the impacted
period

3. In case of loss of people / absenteeism reduced resource impact
analysis (RRIA) strategies documented as vital records and
customer engagement is essential

4. Crisis communication across the event is a standing protocol
across all layers / levels in the organization internal, external, and
extranet partners

5. Liabilities to be monitored and mitigated through the standard legal
process.

6. COUNTRY ALIGNED IMPACTS — INFORMATION SUPPORT SYSTEM

The table embedded provides information support for business entities at
stake in various countries of operation. Human resources division must
qualify the PEOPLE OCCUPANCY perspective through System of
Records for safety and wellness trace.
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7. PEOPLE SAFETY CHECK ACROSS PROXIMITY REGIONS

Mechanized systems — ENS / POSTMAN may be one of the toolkits which
could support the wellness trace engaged with the Rapid Action Force
team members in the countries set up in COVID.

This could include the MENA / West Asia / EMEA region/s and proximity
regions which could be impacted in the event of a further escalation.

Supply chain, commerce could get impacted due to the tensions in the
regions.

8. STRIKING SEQUENCE

Below is the striking sequence of actions to begin with Decisions, Crisis
Communication, People Safety, and business response as well as
recovery.

|. Decisions of Regions to Track
. Pre-set communication templates for customers / partners / and
extranet as and how required if assessed to be on stand-by
[ll.  ENS /POSTMAN deployment
V. Business impact and engagement
V. Monitoring business recovery by business / service line
management
VI. RAF / Logistics / Customer engagements in case of deviations,
request for crisis communication
VIl.  Cyber guard
VIll. Readiness to expand continuity and response scope in Agile mode
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2024 — SECURITY ANAYST REPORT -REFERENCE

This was the Global GEO analysis as of January 2024 by the Industry
Security Analyst in the World Geo Impact report.

ISRAEL-HAMAS WAR

Israed-Hamas war to continue to impact global affairs in 2024, although likely to diminish in
Intersity as conflict wanes

Hamas™ unprecedenied assauk on Erael on Oocher 7, 2023 iriggend a major ongaing sras
oparation in the Gaz Srip that has had a rippke effec both regionally and globally. The ramifications
of the Israsl-Hamas war on the MEMA region included the intersscation of the 1srasl-Hezbodlah
confbct, ran-backed milkia attacks on US interesis in ragq and Syeia, and Houth-perpetraced attacks
on imernational shipping in the Aed Sea. This mantime element and it limited impact on supply
chains, togecher with a surge in actrism, hate crimes, protest actkity, and poltical ersions wordwide
corstituied the primary global effecs

The Israel-Hamas war in Gaza ks ikety 1o gracually wane in imensity as 2004 unfokds, athough targeced
and surgical operations are kabke bo continue throughout the year 35 e pursLes s Stategic

goals. T I0F will lkely maintain a presence in the Gaza Strip for the foreseeable fubane. &s the
slimination of Hamas' lsadership remains a key obj@cthe, rae is also labke to risk the backlash of
operating on foreign soil in pursul of the: Elmist groups leaders. Alongside the ongoing tensions and
irtensifed conflict between lrael and Hezbollab, chese regicnal dynamics will kesp the conflict on tha
memational agenda over the coming year.

A5 3 remult, albait kess freguentty than in 2023, loge pro-Palestinian protests are ikl 1o periocca
COCUr inimajpor cities during pericds of escalation in the Midoke East. As part of this global protest
TS st and student groups waill comtinue to mobilze and target onganizaticns desmed
o be upportke of el &s online content i awash with disfmsinformation, this is lable oo include
companies with negligible or even no achentic tes 1o sael. As has been demorstrated in recent
months, this may inducs: boyoott and divestmens campagns aempts o discredit businesses and
thisir exetuUtives, and on rame occasions physical attacks of vandal sm tageting company propetss

Arrid the war, a giobal surge in hate crimes was akso recorded against Jewish and |srasi indriduals
[ 1o a lesser waeni MusbmdPalestinan-inked ndricuals). This peaked in Ooicber and Moo
athough it has since dedined. As the war Continues ai a lower intensy and gobal amention gradually
shifis elsewhene, such habe orimes are lilely to eouce. Howeser, thay ane kkely 1o rermain higher than
thee preswar figunes and ncrease during pericds of tension This & labie 1o impact boch Brael and
Jewish pecple. espedally while traseling to mane pro-FPalestinian couniries. As part of this dynamic,
physical actacks will b rare, but cannot be ruled cut. This is espedaly as ran Continues to Jtempt
harm jewish and Israel targets across the workd. Meanwhile, global jinadist groups wil continue 1o take
atvaniages of the focus on the conficn to disseminate ani-LS and anci- srael propaganda, although tis
& unlikety 1o kad [0 2 rise in acacks

The conflict has already reinforced geopolitical fault lines between the West and the Fanian-Russia
China alkance, as the former o has largely backed raefs operation in some form while the ater
has rermained staunchly pro-Palestinian [primarily Tehran and Moscos). These alances ane se<

ta b emboidened furthar in 2024, Broacly US-akgned states in Latin America, especally the new

@ —— 04
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) LIKELY GLOBAL IMPACT OF ISRAEL-HAMAS WAR IN 2024
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10. MINISTRY OF EXTERNAL AFFAIRS — INDIA

Travel advisory for Iran and Israel
0 April 12, 2024

In view of the prevailing situation in the region, all Indians are advised not to travel to Iran or Israel till further notice.
All those who are currently residing in Iran or Israel are requested to get in touch with Indian Embassies there and register themselves
They are also requested to observe utmost precautions about their safety and restrict their movements to the minimum.

New Delhi
April 12, 2024

Reference Web site: https://www.mea.gov.in/
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Statement on the situation in West Asia
] April 14, 2024

We are seriously concerned at the escalation of hostilities between Israel and Iran which threatens the peace and security in the region.
We call for immediate de-escalation, exercise of restraint, stepping back from violence and return to the path of diplomacy.

We are closely monitoring the evolving situation. Our Embassies in the region are in close touch with Indian community.

Itis vital that security and stability are maintained in the region.

New Delhi
April 14,2024

Reference Web site: https://www.mea.gov.in/
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